
Opensource ICT Solutions

MEETUP

• Microphones are muted
• Ask your questions in Q&A, not in the 

chat

Monitoring Office 365 defender
and other Azure cloud resources



Opensource ICT Solutions

Brian van Baekel
Zabbix trainer / Consultant

Your Zabbix partner in:
• The Netherlands
• United Kingdom
• United States

Whoami

Zabbix Meetup Jan 19 '2330 January 2023



Opensource ICT SolutionsZabbix Meetup Jan 19 '2330 January 2023

• Customer request
• Somewhat greenfield
• Full azure shop
• Windows shop

• Requirements
• Quick overview via dashboards
• Monitoring Azure Defender
• Monitoring of Cisco Meraki

• Time of implementation: December 2022

How it began
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• Dashboards: No problem at all

• Azure Defender open incidents + risky users: Should be possible, 
but it’s not out of the box. Challenge!

• Cisco Meraki: Thanks to ZBXNEXT-6844 this was no problem 
anymore.

Requirements
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“Microsoft 365 Defender is a unified pre- and post-breach 
enterprise defence suite that natively coordinates detection, 
prevention, investigation, and response across endpoints, 
identities, email, and applications to provide integrated protection 
against sophisticated attacks.”

What is defender?
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• During research we figured out defender is accessible via an Azure 
AD application
• After the application is created, a token needs to be generated
• Token will be used to talk to the API.

• So far, so good. API queries are doable!

Talking to Azure via Zabbix
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• Zabbix created a template to monitor VMs in Azure.
• This is done via a script item, which means JavaScript

• Script is getting the oauth token, and performing all calls to get 
those VM statistics.

• Hmmmmm…..!

Reusing Zabbix templates
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• Prepare Azure environment (application in Azure AD, RBAC rules 
etc)
• Strip the script
• Change URLs to talk to different API endpoints

• Profit!

Workflow
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• Login to Azure
• Go to “App registrations” and create a new registration
• Assign the correct permissions to this app registration

• Of course, it depends on the goal; which things to monitor etc.

• Create a Client secret (Certificates – Secrets) -> Client Secrets

• Note down the following info:
• App ID
• Azure Password
• Tenant ID

1 Prepare Azure – app registration
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• List of Default 
Microsoft APIs
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• List of Default 
Microsoft APIs



Opensource ICT SolutionsZabbix Meetup Jan 19 '2330 January 2023

• In “APIs my organization uses” 
there is a WindowsDefenderATP
method, which is really useful…
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• In Zabbix, there is a templates named “Azure virtual machine by 
HTTP”
• In this template there are 52 items:

• 1 Script type item
• 51 Dependent type items

• In the script type item, there is a JavaScript that is logging in to 
Azure and gathering all information. This information is pushed 
into the Dependent items, and parsed over there.

2 Edit the Script, or write your own…
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• We took this script, and stripped all parts that are not needed for 
us, as we do not need VM metrics or such
• What was left was basically the authentication part, and structure 

to make a call to Azure

Just an example!
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• Once the authentication succeeded, it is time to make the call to 
the API endpoint in Azure.

• Original snippet:
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• Time to test!

Testing
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• Great success!
• There are threats 

returned, in JSON 
format.
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• Phew! Hard part is done. Data comes into Zabbix.

• Time to parse it.
• ”Master” item is already in place, and as there can be multiple 

incidents, a dependent LLD rule should give enough flexibility.
• In the LLD rule we create item prototypes to get the incidents
• In the LLD rule we create trigger prototypes to get the problems
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• Now that this requirement was fulfilled, let’s get out the risky 
users.
• Risky user: “The investigation priority score is a score Defender for Cloud Apps gives to each 

user to let you know how risky a user is relative to other users in your organization.”

• Actually, that is the same workflow, just a different endpoint, and 
of course a different response.

Ok. Whats next?
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• Master item
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• Dependent LLD rule
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• Some item prototypes
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• Trigger prototype
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• CRAP! We need to fix something…. 

Oh oh……

But atleast Zabbix alerted us
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• Wait a minute…. That gives us a TON of other options! –
remember those API methods mentioned a few slides ago? 😆

• Monitoring email threats

• Monitoring licenses(available, consumed)
• Monitoring locked out users
• Monitoring mailbox size
• Etc, etc etc.
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• Please take note of the O365 developer program:

https://developer.microsoft.com/en-us/microsoft-365/dev-program

https://developer.microsoft.com/en-us/microsoft-365/dev-program
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• Resources.azure.com
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