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» Customer request
« Somewhat greenfield
 Full azure shop
« Windows shop

* Requirements
* Quick overview via dashboards
« Monitoring Azure Defender
« Monitoring of Cisco Meraki

 Time of implementation: December 2022
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« Dashboards: No problem at all

« Azure Defender open incidents + risky users: Should be possible,
but it's not out of the box. Challenge!

 Cisco Meraki: Thanks to ZBXNEXT-6844 this was no problem
anymore.
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“Microsoft 365 Defender is a unified pre- and post-breach
enterprise defence suite that natively coordinates detection,
prevention, investigation, and response across endpoints,
identities, email, and applications to provide integrated protection

against sophisticated attacks.”
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i Microsoft 365 Defender P search

Home
Incidents & alerts

Hunting

Q& Actions & submissions

Threat analytics
Secure score
Learning hub
Trials

Partner catalog

Assets

Devices

Identities

Endpoints

Vulnerability management
Partners and APls
Evaluation & tutorials

Configuration management

Email & collaboration

Investigations

Secure Score: 24.9%

Devices at risk Devices with active malware Users at risk

Did not find any
recent device at risk

No managed devices 1 users at risk

W igh Risk 9 Medium Risk 1% Low risk

Enroll devices View all users

Active incidents

No active incidents
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(0 Guided tour

Threat analytics Device health
1 threat requires

action

Emerging threat

Exploitation of the Logdj vulnerabilty has
been observed in multiple orgs. Read the report

High-impact threats

2018 Shamoon (DistTrack) wiper attacks 1. Start by onboarding devices

Microsoft research uncovers new Zerobot o0 Connect devices for an overview of device
capabiliti health on your network

Onboard devices

I Active Alerts [l Resolved Alerts 1 more

Highest exposure threats

Microsoft research uncovers new Zerobot o
capabilities

DEV-0867 provides Caffeine phishing as a service 0
platform

M High70-100 [ Medium30-68 1 more

See more
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« During research we figured out defender is accessible via an Azure
AD application

« After the application is created, a token needs to be generated
« Token will be used to talk to the API.

 So far, so good. API queries are doable!
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« Zabbix created a template to monitor VMs in Azure.
 This is done via a script item, which means JavaScript

 Script is getting the oauth token, and perFormlng all calls to get
those VM statistics.
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* Prepare Azure environment (application in Azure AD, RBAC rules
etc)

e Strip the script
« Change URLs to talk to different APl endpoints
* Profit!
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* Login to Azure
« Go to “App registrations” and create a new registration

« Assign the correct permissions to this app registration
« Of course, it depends on the goal; which things to monitor etc.

* Create a Client secret (Certificates — Secrets) -> Client Secrets

* Note down the following info:
- App ID
« Azure Password
 Tenant ID
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Request API permissions

Select an API

Microsoft APIs  APls my organization uses My APls

Commonly used Microsoft APls

e List of Default
Microsoft APIs
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Microsoft Graph

single endpoint.

r Azure Communication
L Services

Rich communication experiences with
the same secure CPaaS platform used
by Microsoft Teams

#% Dynamics 365 Business

¥ Central

Programmatic access to data and
functionality in Dynamics 365 Business
Central

% Intune

Programmatic access to Intune data

Q SharePoint

Interact remotely with SharePoint data

() Azure Rights Management
L& Services
Allow validated users to read and write
protected content

D Dynamics CRM

Access the capabilities of CRM business
software and ERP systems

'] Office 365 Management APls

Retrieve information about user, admin,
system, and policy actions and events
from Office 365 and Azure AD ac
logs

e Skype for Business

Integrate real-time presence, secure
messaging, calling, and conference
capabilities
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‘\ Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility + Security, and Windows 10.
" Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrive, OneNote, SharePoint, Planner, and more through a

/A Azure Service Management

Programmatic access to much of the
functionality available through
the Azure portal

-@ Flow Service

Embed flow templates and manage
flows

Power Bl Service

Programmatic access

to Dashboard resources such

as Datasets, Tables, and Rowsin Power
Bl

w Yammer

Access resources in the Yammer web
interface (e.g. messages, users, groups
etc)
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e List of Default
Microsoft APIs
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More Microsoft APls

E
[ Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

‘ Azure Data Explorer

Perform ad-hoc queries on terabytes of
data to build near real-time and
complex analytics solutions

G Azure DevOps

Integrate with Azure DevOps and Azure
DevOps server

w Azure Maps

Create location-aware web and mobile
applications using simple and secure
geospatial services, APls, and SDKs in
Azure.

L
s Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
semi-structured data

D Dynamics ERP

Programmatic access to Dynamics ERP
data

Speech

Create powerful speech-enabled
features using speech to text and text
to speech conversion

{/ Azure Cosmos DB

Fast NoSQL database with open APIs
for any scale.

W Azure Data Explorer (with

>4 Multifactor Authentication)
Perform ad-hoc queries on terabytes of
data to build near real-time and
complex analytics solutions

Q Azure Import/Export

Programmatic control of import/export
jobs

c‘ Azure Purview

Unified data governance service that
helps you manage and govern your on-
premises, multi-cloud, and software-as-
a-service (SaaS) data

D Customer Insights

Create profile and interaction models
for your products

m OneNote

Create and manage notes, lists,
pictures, files, and more in OneNote
notebooks

é Universal Print

Programmatic access to create and
manage printer and print job resources

Azure Data Catal
- og

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

=
- Azure Data Lake

Access to storage and compute for big
data analytic scenarios

O Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certificates within
your Key Vaults

‘ Azure Quantum

Programmatic access to create and
manage jobs in Azure Quantum

Ny, Data Export Service for

V Microsoft Dynamics 365
Export data from Microsoft Dynamics
CRM organization to an external
destination

o PowerApps Runtime Service

Powerful data stora:
security and integr:

ge, modeling,
n capabilities

Windows Push Notification
Services (WNS)

Integrate with Windows Push
Notification Services (WNS) to send
toast, tile, badge, and raw updates
from your own cloud service to your
app client on the Windows platform.
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Request APl permissions

1} O s n
- In “APIs my org t .
n S m O r a n I Z a I O n U S e S - AP\ll\slindowsDefenderATP
https://userrequestsgraphapiep-prd.trafficmanager.net/

there is a WindowsDefenderATP .o
method, which is really useful...

Select permissions

Application permissions
Your application runs as a background service or daemon without a

signed-in user.

expand all

‘ F Start typing a permission to filter these results

Permission

> AdvancedQuery

N Alert

AlertRead All ©

Read all alerts

O

D Alert. ReadWrite All (O
Read and write all alerts
> Event

> File

> IntegrationConfiguration
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Admin consent required

Yes

Yes
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* In Zabbix, there is a templates named “Azure virtual machine by
HTTP"

* In this template there are 52 items:
* 1 Script type item
* 51 Dependent type items
* In the script type item, there is a JavaScript that is logging in to

Azure and gathering all information. This information is pushed
into the Dependent items, and parsed over there.
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« We took this script, and stripped all parts that are not needed for
us, as we do not need VM metrics or such

« What was left was basically the authentication part, and structure
to make a call to Azure
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* Once the authentication succeeded, it is time to make the call to
the APl endpoint in Azure.

® Original Snippet: if (ii"ral:;:h' in data.errors)) |

health u M.reguest ('https://management.azur m Azu M.p m e id P de !
da ealt health.value (0] .prop i
atcl
da - health ) q
f 1 metr engt {
a unk = met s.sl )
repared metrics.p
unk.map (funct (element) |
retu e deURICompone em
) .3 )
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 Time to test!
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ltems

All templates / Azure defender by HTTP  Items 2 Triggers Graphs Dashboards Discoveryrules2 Web scenarios

Item Tags 1 Preprocessing 1

* Name

Type

* Key

Type of information

Parameters

* Script
* Timeout
* Update interval

Custom intervals

* History storage period
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Get defender incidents

Script v

I jazure.get.defender.incidents

Text v

Name Value Action
app_id {SAZURE.APP_ID} Remove
password {SAZURE.PASSWORD} Remove
subscription_id {$AZURE.SUBSCRIPTION_ID} | Remove
tenant_id {SAZURE.TENANT_ID} Remove
Add

ar Azure = yd

10m

Type Interval Period Action
Flexible Scheduling 24 Remove

Add

DL CELEGLN  Storage period
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 Great success!

e There are threats
returned, in JSON
format.
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Test item

Get value from host |v

Host address Port
Proxy | (no proxy) v
Get value
Value | {"@odata.context""nttps://api.security.microsoft.com/api/$metadata#inciden... Time now
Not supported
Previous value Prev. time
End of line sequence ﬂ CRLF
Macros
{$AZURE.APP_ID} = | 981fdccd-
{$AZURE.DATA.TIMEOUT} =  15s
{$AZURE.PASSWORD} =  JYM8Q
{$AZURE.SUBSCRIPTION_ID} =
{SAZURE.TENANT _ID} = | bc7199
Preprocessing steps Name Result
1: Replace {"@odata.context":"nttps://api.security.microsoft.com/api/$metadata#incidents","dat...
{"@odata.context":"https://api.security.microsoft.com/api/Smetadataf#incidents","data":

Result Result converted to Text [{"incidentld":2,"incidentUri":"https://security.microsoft.com/incidents/22tid=bc71995b-bf15-4011-af0f-
f1fa3d6d2dc2”,"redirectincidentld”:null,"incidentName™:"Alert Title","createdTime":"2022-11-14T07:33:04.73Z" "lastUpdate Time":"2022-11-
14T07:33:04.85Z" "assignedTo":null,"classification”:"Unknown","determination":"NotAvailable","status":"Active”,"severity":"High","tags™[],"comments":
[1,"alerts™

yrage period Storage period [{"alertid":"ea638040079842057192_202770765","providerAlertld™:"ea638040079842057192_202770765","incidentld":2,"serviceSource™: "Microsoft3
65Defender”,"creationTime":"2022-11-14T07:33:04.2058179Z","lastUpdated Time":"2022-11-
ventory field | -None- v 14708:36:15.19Z" "resolvedTime":null,"firstActivity":"2022-11-14T07:22:34Z" "lastActivity":"2022-11-14T07:29:28Z" "title™:"Alert Title","description":"|

am fucking just testing

Description | The result of APl requests is expressed in*  this","category™:"Collection,"status™:"New","severity":"High","investigationld":null,"investigationState":"UnsupportedAlertType
ermination™:null,"detectionSource":"CustomDetection","detectorld":"8c590792-584e-444d-b10a-
8545¢370635a","assignedTo":null,"actorName":null,"threatFamilyName":null,"mitre Techniques™:[],"devices":[],"entities™:

[{"entityType":"Mailbox","evidenceCreationTime":"2022-11-

14T07:33:04.41Z" "verdict™."Suspicious","remediationStatus™:"None","userPrincipalName":"adelev@4qgjvnp.onmicrosoft.com
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‘classification”:null,"det

,"mailboxDisplayName":
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{"@odata.context":"https://api.security.microsoft.com/api/Smetadata#incidents","data":
[{"incidentld":2,"IncidentUri":"https://security.microsoft.com/incidents/2?tid=bc7 1995b-bf15-4011-af0f-
f1fa3d6d2dc2","redirectincidentld”:null,"incidentName®:"Alert Title","createdTime™."2022-11-14T07:33:04.73Z" "lastUpdateTime"."2022-11-
14707:33:04.85Z" "assignedTo":null,"classification™:"Unknown","determination":"NotAvailable","status":"Active","severity":"High","tags™:[],"comments™:
[1,"alerts™:
[{("alertld™:"ea638040079842057192_202770765","providerAlertld":"ea638040079842057192_202770765","incidentld":2,"serviceSource":"Microsoft3
65Defender”,"creationTime™:"2022-11-14T07:33:04.2058179Z" "lastUpdated Time":"2022-11-

14T08:36:15.19Z" "resolvedTime":null,"firstActivity™:"2022-11-14T07:22:34Z" "lastActivity":"2022-11-14T07:29:28Z" "title":"Alert Title","description™"|
am fucking just testing

this","category":"Collection”,"status™:"New”,"severity":"High", "investigationld":null,"investigationState™:"UnsupportedAlertType","classification":null,"det
ermination™:null,"detectionSource":"CustomDetection","detectorld":"8c590792-584e-444d-b10a-
8545¢370635a","assignedTo™:null,"actorName":null,"threatFamilyName":null,"mitre Techniques™:[],"devices":[],"entities™:
[{("entityType":"Mailbox","evidenceCreationTime™:"2022-11-

14707:33:04.41Z" "verdict":"Suspicious","remediationStatus™:"None", "userPrincipalName”:"adelev@4qjvnp.onmicrosoft.com”,"mailboxDisplayName":

- m i -~ a "o a = - . - a —_ . —_— - s e
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« Phew! Hard part is done. Data comes into Zabbix.

* Time to parse it.

« "Master” item is already in place, and as there can be multiple
incidents, a dependent LLD rule should give enough flexibility.
 In the LLD rule we create item prototypes to get the incidents
* In the LLD rule we create trigger prototypes to get the problems
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ltems

All templates / Azure defender by HTTP

Name a

Get defender incidents

30 January 2023

Items 1

Triggers

Triggers

Graphs Dashboards Discoveryrules 1 Web scenarios

Key

azure.get.defender.incidents
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Interval

10m

History

0

Trends

Type

Script

Status Tags

Enabled component: raw
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Discovery rules

All templates / Azure defender by HTTP  Items 1  Triggers Graphs Dashboards Discoveryrules 1  Web scenarios Filter V

Template groups f r Select Type all v Status m Enabled Disabled

L EICE Azure defender by HTTP X Select Update interval

Keep lost resources period

Name
Key
Template Name a Items Triggers Graphs Hosts Key Interval Type Status
Azure defender by HTTP  Get defender incidents: Discover defender incidents  Item prototypes 2  Trigger prototypes 1 Graph prototypes Host prototypes discover.azure.defender.incidents Dependentitem Enabled
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All templates / Azure defender by HTTP

Item prototypes

Name a

Get defender incidents: Incident {#INCIDENT.NAME}
({#INCIDENT.ID}): Severity

Get defender incidents: Incident {#INCIDENT.NAME}
({#INCIDENT.ID}): Status
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Discovery list / Discover defender incidents  Item prototypes 2  Trigger prototypes 1  Graph prototypes

azure.defender.incident.severity.[{#INCI

azure.defender.incident.status.[{#INCID
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History Trends Type

Dependent
item

Dependent
item

Host prototypes

Create enabled Discover Tags
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« Now that this requirement was fulfilled, let's get out the risky
users.

e Risky user: “The investigation priority score is a score Defender for Cloud Apps gives to each
user to let you know how risky a user is relative to other users in your organization.”

 Actually, that is the same workflow, just a different endpoint, and
of course a different response.
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)
131 fure.com' + AzureVM.params.resource id + '/providers/Microsoft.ResourceHealth/availabilityStatuses?api-version=2020-05-01"); ‘ |

83 [providers/' + types(i] .methed + '/servers/' + encodeURIComponent (Azure.params.sql server) + 'uad:;»—’ﬂdp'Jex"lo“_lﬁwl'},‘ ‘
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 Master item
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“Name | Get defender risky users

Type | Script v

* Key | azure.get.defender.risky.users

Type of information | Text v

Parameters Name
app id
password
subscription_id

tenant id

* Script | var Azure = |

* Timeout | {JAZURE.DATA.TIMEOU"
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Value Action
{SAZURE.APP_ID} Remove
{SAZURE.PASSWORD} Remove

{SAZURE.SUBSCRIPTION_ID} | Remove

{SAZURE.TENANT _ID} Remove
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* Dependent LLD rule
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Discovery rules

All templates / Azure defender by HTTP  Discovery list / Discover risky users  Item prototypes 3  Trigger prototypes 1

Discovery rule  Preprocessing LLD macros 2  Filters

* Name

Type

* Key

* Master item

* Keep lost resources period

Description
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Overrides

Discover risky users
Dependent item v
discover.azure.defender.risky.users

Azure defender by HTTP: Get defender risky users X

30d

Graph prototypes

Ho!

Seled
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 Some item prototypes

ltem prototypes

All templates / Azure defender by HTTP  Discovery list / Discover risky users  Item prototypes 3
Name a
Get defender risky users: User "(#USER.DISPLAY.NAME}": Details
Get defender risky users: User "(#USER.DISPLAY.NAME}": Risk level

Get defender risky users: User "(#USER.DISPLAY.NAME}": State
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Trigger prototypes 1

Graph prototypes  Host prototypes
Key
azure.defender.risky.users.riskdetail.[{#ID}]
azure.defender.risky.users.risklevel.[{#ID}]

azure.defender.risky.users.riskstate.[{#ID}]
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* Trigger prototype

Trigger prototypes

All templates / Azure defender by HTTP  Discovery list / Discover risky users  Item prototypes 3  Trigger prototypes

Severity Name a Operational data Expi

User "(#USER.DISPLAY.NAME}": compromised Detail: "{ITEM.VALUE2}" find
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« CRAP! We need to fix something....

DATA
With data Without data

Host Name a

MS Info User "Adele Vance': Details
MS Info User "Adele Vance™: Risk level
MS Info User "Adele Vance": State

But atleast Zabbix alerted us

Last check

37s

37s

37s

Problem

Last value

adminConfirmedU...

high

confirmedCompro...

User "Adele Vance": compromised Detail:

Time v Severity Recovery time Status Info Host
20:18:17 » PROBLEM MS
Info
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"adminConfirmedUserCompromised”

Change

Duration Ack

1m 6s No
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« Wait a minute.... That gives us a TON of other options! -
remember those API methods mentioned a few slides ago? ©

« Monitoring email threats

« Monitoring licenses(available, consumed)
« Monitoring locked out users

« Monitoring mailbox size

e Etc, etc etc.
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 Please take note of the O365 developer program:
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Join the Microsoft 365 Developer
Program today!

Get an instant sandbox preconfigured with sample data,
including Teams Developer Portal, and start developing on the
Microsoft 365 platform.

[

Free developer instant sandbox Sample data packs including Teams

Get a free, renewable 90-day Microsoft 365 Your sandbox is preconfigured with sample
E5 developer subscription pre-provisioned data to help you prototype solutions fast.
with Microsoft 365 apps.

Learn more >
Learn more >
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-

Access to experts Personalized recommendations

Access community events to learn from Find developer resources quickly from your
Microsoft 365 experts. personalized dashboard.

Learn more > Learn more >
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https://developer.microsoft.com/en-us/microsoft-365/dev-program

e Resources.azure.com

{=, Azure Resource Explorer (Preview)

+ & providers
= 0 subscriptions
= OICTS Azure
B locations

+ providers

= NetworkWatcherRG
+ providers
B resources
B resources
+ tagNames
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Search

Q  |Opensource ICT Solutions B.V. (oicts.nl) v | m

resourceGroups

£ Data (GET, PUT) ¥ Actions (POST, DELETE) £ Create Documentation

GET

4 4
-

4

4

=
SWoo~NOTUVTH WN -

[y
[y

12 }

"value": [

{

}

"id": "/subscriptions/3ffd68c@-d2 f I - sourceGroups/NetworkWatcherRG",

"name": "NetworkWatcherRG",
"location": "northeurope",
"properties": {

}

"provisioningState": "Succeeded"
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Ansible

€] https://management.azure.com/subscriptions/3ffd6sce-di GG csourceGroups?api-version=2014-04-01

Brian van Baekel (brian@oicts.nl)
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Opensource ICT Solutions LTD
5-7 Cranwood Street
London EC1V 9EE
United Kingdom
T.+44 (0) 20 4551 1827
E. info@oicts.co.uk
W. https://oicts.co.uk
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Opensource ICT Solutions B.V.
Agriport 38D
1775TB Middenmeer
The Netherlands
T.+31(0) 72 743 65 83
E. info@oicts.nl

W. https://oicts.nl
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